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PROTECTION * MANAGEMENT * COMPLIANCE

Email Systems provides managed email and web protection, management and compliance solutions
that are used by millions of users worldwide.

The company is headquartered in the UK with offices in Sweden, France, Holland, Hong Kong
and Australia.

Email Systems is an award winning provider of managed protection, management and compliance services for email. With
dynamic virus and spam filters protecting customers from 99% spam and 100% of known viruses and a full email archiving
service offering business compliance, more than 2.5 million people already use the service around the world, including
Woolworths, Manchester City FC and Kia Motors in the UK. Partnerships are critical to the success of Email Systems.

As a Partner-Centric organisation, Email Systems aims to ensure that partners feel assured of a mutual commitment when
undertaking to sell the service and represent the company as a partner. Protecting customers from harmful security threats
takes teamwork, which means leveraging one another’s expertise and sales experience. The Email Systems Partner
Programme was designed to simplify the partnership process whilst treating partners as an extension of the business.

. 24 hour, fully monitored service without the need for any software
managed Service or hardware at customer premises
- protecting users worldwide from email and web threats
protection
mananging emails and web traffic to optimise electronic data

management flow for organisations

i providing tools to ensure conformity to regulatory archiving
Comp“anoe requirements and to meet organisations’ internal guidelines
teCh no|ogy purpose-built software, combined with state of the art architecture,

delivers robust messaging technology

. . protection, management and compliance for inbound and
Orgamsaﬂons outbound email. A service for organisations of any size with
unlimited geographical locations

a hosted service that can be branded to reflect the service provider’s

Service providers identity. Low risk solution to meet end customer needs

choose from a co-branded or Email Systems' version of the
pal’tﬂeI’S award winning managed service to resell

a hosted or stand alone system that is custom built and maintained
OEM partners for partners wishing to launch their own managed service solution

Additional services also include audit reports on email usage and server monitoring



protection protection

With HTTP, FTP & SMTP requests being
scanned for viruses and spyware
organisations can be sure that threats
are prevented before even reaching
their network. Unwanted file
downloading or transmission, such as
music and video files can be prevented
globally, by user group or individual
user. The result of this protection is

a reduction in the burden on internal
IT systems, more available bandwidth
and reduced risk for organisations.
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Viruses Q0

Viruses now propagate so quickly that
conventional anti virus software can

no longer offer adequate protection.
Email Systems protects against this
new threat by capturing new virus strains
within minutes using Recurrent Pattern
Detection. Email Systems also scans for
virus-like behaviour in emails, ensuring
even the newest of viruses are captured.

Phishing @
Real time blocking of phishing emails
offering the latest ‘scam’.

SPAM @

By monitoring millions of emails every
hour, Email Systems is able to spot
true spam attacks. The result is almost
100% blocking and 0% false positives,
removing unwanted distractions from
the end user.

Porn @0

Inappropriate images received by email
can be both distressing for the end user
and harmful for an organisation if
reasonable precautions have not been
taken to avoid such emails. State of the
art image recognition software used by
Email Systems addresses this need.

Denial of Service (DoS) @

When millions of connections are made to
mailservers, overloaded servers will cease
to function — a problem now all too familiar
for many organisations worldwide. Email
Systems’ DoS detection engines, combined
with a custom built, carrier grade system,
means that clients are protected invisibly
and continuously against such threats.

Content Scanning @

Monitoring of content, attachment type and
individual files can identify specific information
and stop it leaving the organisation.

Encryption (Gateway) @

All incoming and outgoing emails can
be sent via a secure, encrypted channel,
therefore avoiding security breaches.

Encryption (User) @
Desktop to desktop encryption whilst still
scanning the email for viruses and policy rules.

Business Continuity @

Should disaster strike an organisation’s internal
email structure, then this ‘On Tap’ service
makes external and internal email available
to users via secure web browser access.

Once the disaster is over, data will synchronise
with the customers mail server(s). This service
holds historical data for 28 days ensuring
that recent email is also available during, and
not just since, the disaster.

Directory Harvesting (DHA) @
Restricting information given to DHArobots
ensures that organisations’ valuable user
details are not revealed to unwanted parties.

Access Control @

Restrict content types that can be
downloaded from the Internet. Protect
customers from bandwidth drain, software
piracy issues and unauthorised content.

management

Content Control @0

Email Systems’ content monitoring
facilities are capable of providing
exceptional control over all incoming/
outgoing messages. The service allows
you to identify messages based on textual
content, attachment types, name, sender,
recipient and even origin location. Once
identified, messages can be quarantined
for further investigation, re-routed or
notifications sent to relevant people.

Archiving @

This service captures all inbound,
outbound and internal email traffic then
indexes the data, including attachments
and securely store this information in
remote datacenters. User can access
the data via an MS Outlook plugin, stand
alone client application or a standard web
browser. Ultra fast search and retrieval
ensures users can always find the
information they require.

Reporting @0

Knowledge is key to gaining the most
benefit from any resource and email &
web traffic is no exception. Understanding
how these services are used, and how
they could be improved are key for
optimising the overall performance of
an organisation.

Email Systems’ reporting suite delivers
the information required to achieve this

optimisation and also to spot potential
issues before they occur. Information
regarding trends and activity is displayed
in an intuitive, easy to understand
graphical format.

Reports include:

e Sender activity (email)

¢ Recipient activity (email)
e User access (web)

e Mail sizes

* Type of emails

e Bandwidth usage

e Email volumes

e DoS attacks

e Time of day activity

Reports can be displayed online in real
time or regular reporting can be scheduled
and delivered automatically via email in
PDF format.

Email Systems' email analysis report
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Corporate governance @

Higher standards in corporate
governance and the regulatory
environment are driving companies to
demand more from their email records.
Regulations such as Sarbanes Oxley
and Basel 2 require companies to not
only keep message details but also
to provide evidence when required.
‘Cost of discovery’ is no defence and

companies are being required to dig
deep into their pockets as well as their
systems to comply. Good corporate
governance is essential to a successful
company and until now has been
difficult and costly to achieve.

Email abuse @
The issue is further complicated by the
knowledge that as much as 40% of

emails at work are non-business related
(IDC research). Examination of email
traffic will quickly reveal the circulation
of non-business related trivia and
worse. Most employees simply do not
understand that harassment of fellow
employees by email can land an
employer in court. Differentiating
between private and company
correspondence is a sensitive issue
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that must be addressed.

Solution @

The situation needs to be tackled on
two separate levels. Companies must
put in place an Acceptable Use Policy.
However this is ineffective without
the ability to enforce and audit. The
service allows you to differentiate
between private and company email
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and to store all email in a secure,
tamper proof repository with a complete
audit trail of activity. If the requirement
to provide information arises, rapid
access and the ability to easily
interrogate the message archive will
prove highly beneficial.

By involving staff members through
an Acceptable Use Policy and
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demonstrating that email is archived
and searchable, casual system abuse
may be virtually eliminated.
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Email Systems’ state of the art technology is combined with highly redundant systems and installed
at multiple geographical locations. This design ensures a low risk, high availability service for all users.

100% system availability

24 hour proactive monitoring

real time threat analysis

24 hour telephone support

live web incident tracking

dedicated account management

For more information or a free,
low risk trial, contact
email systems :

0870 141 7070

info@email .com
www.email .com

multiple mirrored data centres
ensure service is always available

to ensure performance is
always optimal

protects users worldwide
from email threats

trained engineers always available
for customers

up-to-date incident status available
for all logged events

a single point of contact for
each customer
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Although our existing system had been coping admirably, we needed something
that could deal with potentially massive volumes of incoming mail. The Email
Systems service operates in real time and gives us the reassurance that the
majority of unwanted incoming mail will be dealt with before it hits our network,
freeing up bandwidth. Another major benefit for us is that our team doesn’t have
to manage or update the service in order for it to be effective — a real bonus in
terms of time.

Law Society of Scotland

The set up went extremely well as Email Systems’ technical support was top class
and the team remained in constant communication. The trial period was an
essential ingredient of the process as it allowed us to learn about the nuances
of the service and therefore experience the benefit before we committed to Email
Systems. Overall we are delighted with the service which has already delivered
a significant benefit to the club.

Manchester City Football Club

Email Systems has been able to overcome the issue of spam and virus mails cost
effectively and efficiently for MCL. We chose them ahead of the competition
because of the strength of the technology, the level of service available and, of
course, the price. What has impressed us most over the course of our working
relationship has been their commitment to overcoming obstacles and solving
problems, which inevitably occur with the constantly changing world of spam.
We're delighted with the service we receive and therefore have extended our
contract into a third year of working with Email Systems.

MCL Group

The Email Systems solution has been an extremely timely intervention for Ajilon
as the situation demanded that we find a way to cleanse our corporate network
of spam in order to get back to using email effectively. The system was extremely
quick to implement and was rolled out across the group with seemingly little effort
required on our part. In a short space of time our corporate email has reverted
from being blighted by time and bandwidth-sapping constraints to being clean,
effective and worry-free, as it should be.

Ajilon Group
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Cart Lodge, Squerryes,
Goodley Stock Road
Westerham

Kent TN16 1SL

Telephone 0870 141 7070
Facsimile 0870 141 8080

info@emailsystems.com
www.emailsystems.com
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